Data Sheet

MOTE - Cellular Base-station Detector

Cellular Base-station Detector

DTC propose a Cellular Base-station detection and location system based on the in-service MOTE miniature cell emulator and HHDF direction finder.
The system can be tactically deployed to support the identification of fake base-stations by detecting changes in the cellular environment and
assessing the characteristics of the suspect cells. Upon identification, fake cells can be located using the HHDF handheld GSM and UMTS direction

finding unit.
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MOTE

The MOTE product from DTC is an ultra-portable active interception solution
with integrated spectrum scanner. Its small size and light weight enable covert
operations to be carried out. The unit has multiple control and reporting mech-
anisms to suit different scenarios. A short-range, real-time control interface is
provided by a tablet connected to the unit via a wireless link.

For the Cellular Base-station Detector application, the integrated Spectrum
Scanner is used to compare scans over time assess the cell characteristics
of the suspect cells. The operator will then be notified via the graphical user
interface of new cells and cells that cannot be used to connect to a network.
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HHDF

The HHDF is a lightweight, portable, state of the art device for tracking and geo-
locating mobile devices and base-stations. The HHDF is protocol and

frequency agile, allowing the user to track GSM and UMTS devices across a wide
range of frequency bands. The HHDF is controlled by a smart phone connected
to the unit over a Bluetooth link. This makes the unit easy to configure and use
without attracting attention.

For the Cellular Base-station Detector application, the HHDF will be used to
direction find and locate GSM and UMTS base-station transmitters.
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Specifications - MOTE

®  Acquire the identity parameters (IMSI & IMEI) of cellular devices off-air.

®  Hold or direct targets between protocols in a controlled manner for geo-location.

®  Correctly interact with non-target cell phones to preserve network service in the operational zone.

Specifications - HHDF

One (1)
GSM bands: GSM-850, E-GSM, DCS, PCS
UMTS Bands: I, II, 1L, IV, V, VIII
LTE bands: 1-4, 5,7, 8, 20
GSM, UMTS, LTE
MOTE unit 50mW
MOTE + PAPSU (optional PA)
IW LTE band 7
AW all other UMTS & LTE bands
8W GSM
12-17VDC (14.8VDC nominal) external battery

20W (unit only)
100W (unit + PAPSU)

193(L) x 90(W) x 28(H)
Circa 800 grams
0°C to 40°C
IP67

GSM: 850 band, 900 band (inc. E-GSM), 1800 band & 1900 band

UMTS: Bands: I, II, 111, IV, V & VIII

3 x AA batteries

Typical battery life 3.5hrs
HHDF: 120(L) x 65(W) x 28(H)
High Band Antenna: 78(L) x 78(W) x 18(H)
Low Band Antenna: 120(L) x 120(W) x 17(H)

HHDF: 140 grams
High Band Antenna: 230/460 grams (element/array)
Low Band Antenna: 550/1100 grams (element/array)
0°C to 55°C
2 x body worn antennas

0n/0ff, Status LED, Smart phone interface

For further information on MOTE - Celluar Base-Station Detector or any other of our range of surveillance solutions, contact your

Sales Account Manager or one of our Regional Sales Offices, or email solent.info@domotactical.com
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T: +44 (0) 1489 566 750 T: +1727 471 6900
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